Cisco Clean Access Installation Guide

Introduction

Currently, all users connecting to the OKRAnet wireless network at Delta State University will
be required to use a program called "Clean Access" in order to access the network. If you are
using a Windows operating system (such as Windows XP or Windows 2000) or an Apple Mac,
you will be required to install the Clean Access Agent program on your computer system.

These instructions assume that your Windows-based computer is in good working order, has a
properly installed wireless network adapter. We are also going to assume that your computer IS
NOT ALREADY INFECTED with malware or viruses, and has not been compromised or
"cracked" by others via the internet.

If you are already infected or compromised, you may need to take measures such as scanning
and deleting viruses or spyware, or in extreme cases wiping your hard disk clean and then
reinstalling all the operating system files and user programs to rid yourself of the infestation.
Software tools and assistance with these procedures are available for employees from the OIT
HelpDesk, 4444 or by email at helpdesk@deltastate.edu .

Instructions

The first required modification will be to install the Clean Access Agent program and allow it to
check your computer for required items. These items (the remediation list is modified as the
internet and the threat situation changes) include ensuring that you are receiving Microsoft
Windows Updates and also checking to make sure you have antivirus software installed,
updated, and active.

When you first plug in to the campus network, start your web browser program (such as Firefox,
Mozilla, Netscape, or Internet Explorer). You should immediately be redirected to the ITS Clean
Access web site where you will find download links for the software you will need. You may
briefly see a message similar to this one:

You are being redirected to the network authentication page.
If you are not redirected automatically, then please click HERE.

It is possible, depending upon certain settings on your computer, that you may see another
warning screen similar to the one shown below. If you see this screen now or at any time during
this installation, simply click "Yes" to continue. If you would like, before you click the "Yes"



button you can place a "check™ in the box on the dialogue screen to tell Windows to stop
showing this particular type of warning.

Security Alert

T\ You are about 1o be redirected to a connection that i not
sacure,
The information you are sending to the curment site might

be retransmitted 1o a nonsecure ste. Do you wish to
continue?

‘Security Alert' screens may also appear, due to the nature of the "Certificate™ used for the Delta
State web server. The locally signed Certificate IS valid, please select the "Yes" button to
proceed. You should only see this warning at most once, the first time you access the site.

Security Alert f§|

Irfcemation you exchange with this site cannct be viewed or
changed by othars. However, thare i a problam with the ste’s

securty cedficale

iy The securly cedificabe was Bsued by 8 compeny you have
ot chosen to trust. View the cardiicate to determing whather
you want to trust the cerifying authonty.

a The securty cedificate date is valid,

a The securly cedificale has a valid name matching the name
of the page you are trying to view.

Do you want to procead?

[ tes || o ]| \ew Cenficate |

The next screen will be the Clean Access main login screen. Macintosh and other non-Windows
users will log in here. Windows users will also need to log in here the first time they connect to
download the Clean Access agent software. Login using your wireless network userid or 900
number and password. If you are an employee and need to change your network password click
on the link labeled "Delta State OIT Web Based Password Reset™ or go to
https://passwordreset.deltastate.edu
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Once logged in on the main Clean Access screen, you will be taken to a download page where

you may retrieve the Clean Access software. Click on the large "Download Clean Access Agent"
button.

2 Cisco Clean Access Agent Download - Microsoft Internet Explorer,

Eile Edit Wew Favorites Tools Help

eBack A > | \ﬂ @ __h /.-] Search \;“t(Favurites {‘J - :, _J QE! ﬁ 3

Adress @] https: jdsuinbeas. doltastate edu/authjperfigo_cm_validate. jsp v| B e

Links >

Network Security Notice: This network is protected by the Clean Access Agent, a component of the Cisco Clean
Access Suite, The Clean Access Agent ensures that your computer meets the requirements for accessing this
network, and helps you keep vour computer secure and up-to-date.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button below. After downloading
the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window and right-click the
Clean Access Agent icon in the system tray and choose Login from the menu. Enter your usual network user name
and password in the login window.

[ Download Clean Access Agent 41.3.7 ]

MNote: If you are already running the Clean Access Agent and you are connected through a slower connection (such as
WPMN or dial-up), please wait as it might take a few moments for the Agent to pop up.

€] Done D @ meernet




You may receive another warning screen similar to the one below. If you see this screen, simply
click "Yes" to continue.

Security Alert X
‘You ans about to be redirected to a connection that is not
sacure,

The information you are sending to the curment site might
be retransmitied to a nonsecure ste. Do you wish to
contirwe?

Next will be a “Run or Save” dialogue, please choose the “Save” option.

File Download - Security Warning rg|

Do you want to run or save this file?

Mame: CCAAgentSetup,exe
Type: Applicaion, 5.53 MB
From: 131.230.12.25

[ Bmn [ Seve | [ Concel |

While filea from the Intemet can be useful, ths fils type can
;.. potentially ham your computer. F you da nol brust the source, do not
um or save thie software. Yihat's the gk ?

Choose a location to save the Clean Access software. We recommend choosing the "Desktop™ so
that the file will be easy to find when you need to use it, but anywhere on your hard disk is fine
so long as you know where to find it. For this example, we created and used a directory called
"DSU Wireless Agent"

Save As E

Save jn |E}DSLI Wireless Agent V| Q T = E-

&

My Recent
Diocumerits

?‘L_‘_'

Dezktop

\$

typ Documents

by Cormputer

File narne: | CCAAgent_Setup.axe W | [ Save ]

@

Py MHetwork. Save as bwpe: | Application - | [ Cancel ]




Once the download is completed, close any open download windows. You will need to start the
program that you just retrieved.

Download complete E| EI

@ Dowenboad Complete
Saved

CCAAgentSetup.exe from 131.230.12.25
[FERSSeSNS SRS RSSNS SRS EEESSREEEE S S S

Downloaded!: 627KBin Lsec

Download to: C:'Perfigo Images\CCAAQentSetup, exe
TransTer rate: 627 KB /[Sec

[ Rn ] [Open Foder | [_ciose |

An icon for the CCAAgentSetup.exe file should have been created on your Desktop, or in the
folder where you saved it if you chose some place other than the Desktop. Double-click this icon
to start the installer program.

& C:\DSU Wireless Agent |2HEHX|
File Edit Wew Favorites Tools Help ,?,'

eBack - \s) L‘-’j ";j Search IL Folders ' @FulderSy'nc

Address |[25) C:ADSU Wireless Agent b | o

File and Folder Tasks E E CCAAgent_Sebup.exe

(=9 Maks a new Folder

&3 Publish this folder ta the
Weh

{e# share this Folder

Other Places

g Local Disk (C:)
(L) My Documents

§ My Computer
&3 1y Network Places

Details

1 objects 94,7 KB j My Computer

If you receive a warning similar to the one below, please just click the "Run" button.



Open File - Security Warning b d

The publisher could not be vertfied. Are you sure you want o
mun this softwame?

Name: CCAAgentSetup.exe
Fubdizsher:  Unboown Publisher

Type: Applicabon

Fom: C:'\Perfigo Images

[ Bn ][ Coce |

[+] Myizrve: aek bafare opering this fle

Thia fila does not have a valld digtal sgnature that verfies ibs
publisher. You should only run softeane from publishers you trust
Herw can | decides whel soffware bo nn ?

The installer program will open a screen like this one. Please click "Next."

i# Clean Access Agent Setup

Welcome to the Clean Access
Agent Setup Wizard

S The Setup Wizard wil install Clean Access Agent on your
@-— computer, Clck Next to continue or Cancel to exk the
Setup Wizard.
Clean Access Agent

by Coco Synserms

WARNING: This program s protected by copyright w and
international treaties.

A dialogue asking for a location to install the Clean Access program will appear. Accept the
default location by simply clicking the "Next" button again.



i# Clean Access Agent Setup

Select the folder you would ke Setup to instal Oean Access Agent to. E

Setup wil install Clean Access Agent in the folowing directory.To install to this directory,
chck Mext. To install into a diferent directory, chok Browse and select another
directory.¥ou can choose not to instal Clean Access Agent by dicking Cancel to exit
Setup.

Destination Folder

C:\Program Fles\Ceco\Clean Access),
Instaber2Go@
[oskusage | [ <pack [ Mext> | [ cancel |

Now the program has all the information it needs to install the CleanAccess agent on your
computer. Click "Install" to start copying the necessary program files.

i# Clean Access Agent Setup

The Setup Wizard i ready to begin the instalation E

Cick Instal to begin the instalation. If you wank to review or change any of your
installation settings, cick Back. Chck Cancel to exit the wizard.

instaler2GoE

[ <pack || wem | [ cance |

The progress indicator bar will work its way to 100%. The process will take less than a minute
on most computers, possibly as much as two minutes on slower machines.



¥ Clean Access Agent Setup

Instaling Clean Access Agent EE

Please wait while the Setup Wizard instals Clean Access Agent. This may take se...

Status:

Installer 2G0E

If a screen similar to the one shown here appears, click the "Finish” button to end the installation
program. The "Finish" screen may not appear in every installation.

i¥ Clean Access Agent Setup x|

Completing the Clean Access
Agent Setup Wizard

! VN Ok the Finish button to exit the Setup Wizard.
‘E;F

Clean Access Agent
by Emm Loermn

v Sy

You might see the message “Failed to add Clean Access Agent icon to taskbar status area”. If so,
click on "OK." Clicking on OK will also close the login screen that had appeared, and you will
need to open it again to accomplish the log-in process. There should be a Clean Access Agent
icon on your desktop which you can use to start the Agent. You can also use the Start menu,
choose All Programs, then Cisco, Clean Access, and finally the Clean Access Agent program
from the menu.



Log in with your Truman userid and password. The correct "Authentication Provider"
information will already be in the bottom input box. Select “Student” if you are a student logging
in with your 900 number or select “Employee/Faculty” if you are logging in with an Active
directory username. Press the Enter key or click the Login button to continue.

& Cisco Clean Access Agent

(o

@
Clean Access Agent

Please enter your user name and password:

User Name :

Password :

Please select your authentication provider:

If you receive a warning message about trusting the issuer of the Certificate, simply click the
"Yes" button to accept the certificate. It will be stored on your computer as a new trusted site,
and you should not see this message again.

Security Alert [g
This page requires a sacure connaction which includes
server authentication.

The Cedificate lssuer for this site is untrusted or
unknown, Do you wish to proceed?

L Yes J[ mo || vewcCetficate || Moeiio |

Your computer will now begin the process of checking for any necessary remediations imposed
by the Clean Access management system. Due to the large number of possible variations in the
results of this scan process, we cannot show images that will match what you will see.
Instructions to fix any problems that are found will be presented on the reporting screen that lists
them. Follow the links provided, and read the instructions carefully. If after you have read and
followed them you do not manage to make a successful network connection, please contact the
OIT HelpDesk at 4444. Have any error messages or remediation instruction screens up on your
computer to0020help the OIT diagnose and fix the problem.



